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MANAGING 
DISCLOSURE RISK IN 
CM4FP SPATIAL DATA 
USING DERIVED 
PHYSICAL ACCESS 
METRICS

INTRODUCTION
The Consumer’s Market for Family Planning (CM4FP) 
project has published calculated physical access 
metrics which support a wide array of analytic use 
cases and provide an opportunity to explore precise 
distance and time measures that link household 
respondents to highly detailed family planning supply 
data while protecting household respondent identity.

Spatial data from household surveys and health 
facility assessments include information that help 
answer research and policy questions and advance 
important public health objectives. Prior to public 
release of any household microdata it is critical to 
consider disclosure risk, which is the potential for a 
person to reidentify households and individuals from 
published data. Spatial data, when combined with only 
a few pieces of additional information, can be highly 
identifying and lead to a breach of confidentiality 
(VanWey et al., 2005). 

The CM4FP data include household survey data, a 
family planning outlet census, and the added value 
of direct matching of a subset of women to outlets 
from which they source family planning. This brief 
describes the varieties of spatial data collected by 
CM4FP, the disclosure risk associated with each one, 
and the steps the project has taken to maximize the 
analytic utility of the data while fulfilling necessary 
ethical obligations.

CM4FP SPATIAL DATA 
CM4FP study design is based on two rings that 
demarcate population and area: an inner ring, where 
household respondents live and an outer ring, where 
family planning outlet data were collected, and which 
also contains the inner ring. Interviewers captured 
latitude and longitude at households and family 
planning outlets.

Many CM4FP inner ring areas are small, ranging from 
0.2 to 21.5 square kilometers, with a median value of 
1.45 and a mean value of 4 square kilometers. The 
outer ring areas are much larger, with a median value 
of 25.8 and a mean value of 50.9 square kilometers. 

Figure 1 depicts the median inner and outer ring 
areas as concentric circles and places for illustrative 
purposes those boundaries on a population grid from 
one of the countries surveyed by CM4FP (Bondarenko 
et al. 2020). The actual ring boundaries are irregular 
in shape.
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FIGURE 1. MEDIAN SIZE OF CM4FP INNER AND 
OUTER RINGS OVERLAID ON A HIGH-RESOLUTION 
POPULATION DENSITY MAP
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CM4FP raw data included latitude and longitude for households and family planning outlets.  A 
subset of households are linked to specific outlets as being the outlet chosen by respondents 
for obtaining family planning commodities. Using survey geographic coordinates, households 
and outlets were linked through proximity metrics such as Euclidean distance. Figure 2 
illustrates a household situated in a family planning supply environment.  

Figure 2: Illustration of a household and linked SDP geographic coordinates with a 
physical access metric 

 
 

CM4FP raw data included latitude and longitude for 
households and family planning outlets.  A subset 
of households are linked to specific outlets as being 
the outlet chosen by respondents for obtaining family 
planning commodities. Using survey geographic 
coordinates, households and outlets were linked 
through proximity metrics such as Euclidean distance. 
Figure 2 illustrates a household situated in a family 
planning supply environment. 

FIGURE 2 . ILLUSTRATION OF A HOUSEHOLD  
AND LINKED OUTLET GEOGRAPHIC COORDINATES  
WITH A PHYSICAL ACCESS METRIC

INHERENT DISCLOSURE RISK  
OF SURVEY DATA
Some disclosure risk can be present in microsurvey 
data that includes identified country and administrative 
areas, independent of any additional spatial data. 
Respondent name and other identifying information 
is suppressed for this reason. Adding spatial data, 
particularly household latitude and longitude, can 
greatly increase disclosure risk to unacceptable levels 
by further constraining the number of possible people 
to which survey data might correspond.

DISCLOSURE RISK ASSOCIATED WITH  
THE STUDY RINGS AND RING DESIGN
CM4FP does not publish ring boundary geometry files 
(e.g. shapefiles). An important aspect of disclosure risk 
is the size of the population that includes household 
respondents. The larger the population, the less likely 
it is that an individual with specific characteristics in 
the survey is unique to the population. CM4FP inner 
rings, and by extension the population within them, 
can be small. Locating household data to the inner 
ring area could lead to high disclosure risk given 
that, of the people who live there, fewer than half are 
women of childbearing age who might be eligible to 
participate in the survey.

Although the outer ring boundaries encompass a 
larger area and population, knowledge of the study 
design reveals that the center point of the outer ring 
would also be the approximate center point of the 
inner ring. Furthermore, individuals are known to be 
clustered somewhat tightly around this center point 
given the study design. Inner ring boundaries are too 
revealing for public release. Similarly, outer rings reveal 
more than might initially be apparent. 
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DISCLOSURE RISK ASSOCIATED  
WITH OUTLET AND HOUSEHOLD  
LATITUDE AND LONGITUDE
Household latitude and longitude are highly identifying, 
especially when linked to survey data. Although 
data associated with outlets alone do not raise 
privacy concerns, CM4FP includes outlet linkage to 
households, which creates disclosure risk. Inference 
of linked household location would be possible with 
outlet latitude and longitude if combined with distance 
measures. In other words, there are likely unique, 
identifying solutions to where households are located 
using linked proximity metrics with outlets that include 
latitude and longitude. This special characteristic of 
CM4FP data requires the suppression of outlet latitude 
and longitude.

COMMON GEOMASKING TECHNIQUES
When it is important to release latitude and longitude 
linked to health data, the latitude and longitude 
may be altered to preclude or make challenging 
the identification of individuals. Typical methods 
for geomasking, or altering location to preserve 
privacy, result in different disclosure risks as well 
as implications for the analysis that is possible with 
altered data (Armstrong et al., 1999). 

DETERMINISTIC GEOMASKS
Deterministic geomask methods, such as moving all 
coordinates in the same direction by a set distance, are 
attractive because they preserve the exact or relative 
distances between objects. However, deterministic 
methods are vulnerable to reverse engineering. A GIS 
user might successfully align geomasked data with 
road data or other features from the known study 
area to unmask how latitude and longitude were 
displaced. An additional vulnerability of deterministic 
methods is that once the geomask is unlocked, the 
entire unmasked set of coordinates is known.

RANDOM DISPLACEMENT 
Another common geomask method is random 
displacement within a specified radius, one instance 
of which can be found in DHS methodology (Burgert 
et al., 2013). In this approach, each point is moved 
in a random direction by a random distance, within 
a specified limit for rural and urban clusters. DHS 
displaces urban clusters up to two kilometers and 
rural clusters up to five kilometers. Additionally, a 
randomly selected 1% of rural clusters are displaced 
up to 10 kilometers.

Scrambling latitude and longitude can help us 
accomplish privacy objectives, but it reduces the 
utility of distance measures. Random displacement 
introduces noise to the spatial data, which would 
degrade the ability of models to detect potential spatial 
relationships between outlets and the behavior of 
household members (Skiles et al. 2013). Random 



4

displacement also introduces systematic bias, leading 
to a systematic overestimation of distances between 
households and outlets (Elkies et al., 2015). 

RELEASE OF DERIVED  
PHYSICAL ACCESS METRICS
If the release of household or outlet latitude and 
longitude were the essential objective, some form 
masking would be necessary. However, much of 
the value of spatial data in CM4FP data lies in the 
relative distance of linked household and outlet 
locations. Therefore, public CM4FP data suppresses 
ring geometry and household and outlet latitude and 
longitude but includes calculated metrics with each 
household that characterize their spatial relationships 
to features of the outlet environment. 

CM4FP proximity metrics were calculated using the 
World Health Organization (WHO) tool AccessMod1, 
which computes travel time and distance from 
households to outlets while accounting for topography, 
road networks, and natural barriers such as rivers or 
vegetation. AccessMod also accounts for the differing 
speeds made possible by the mode of transportation 
a person uses to access health services (i.e. walking, 
bicycle, or motorized).  

CM4FP proximity metrics include a matrix of Euclidean 
distance (straight distance between a household and 
outlets), route distance (distance along a route of least 
resistance to outlets), and route travel time (travel time 
along a route of least resistance to outlets). Survey 
respondents reported the mode of transport to their 
outlet of choice. CM4FP proximity metrics assume 
the reported mode of transport for all of the respective 
household’s travel time and distance calculations. This 
approach preserves the household-outlet linkage and 
exact physical access measures (e.g. distance), but 
makes it difficult to generate a unique solution for 
the locations of the households based on published 
data. Table 1 illustrates the structure of the matrix of 
measures. 

TABLE 1. CALCULATED PHYSICAL ACCESS METRICS

HOUSEHOLD FAMILY 
PLANNING 

OUTLET

EUCLIDEAN 
DISTANCE

ROUTE 
DISTANCE

ROUTE 
TIME

CM4FP/02- 
04/3

3-321-
70193-654

2,080 
meters

2,600 
meters

13 
minutes

CM4FP/02- 
04/3

3-321-
70193-256

990 meters 1,410 
meters

5 
minutes

CM4FP/02- 
04/3

3-321-
70193-474

620 meters 740 
meters

3 
minutes

CM4FP/02- 
04/3

3-321-
70193-184

580 meters 920 
meters

4 
minutes

This method of disclosure risk mitigation is not 
without tradeoffs. Researchers could obtain valid 
mean physical access metrics from CM4FP data 
but would not be able to localize the mean values 
(e.g. mean distance to a family planning method) 
to the specific neighborhood where the survey was 
conducted. However, CM4FP data are not designed 
to be representative of the larger geographic area. 

Also, researchers are not able to generate some 
novel metrics. Although a measure such as Euclidean 
distance between two points should be the same 
no matter who calculates it, measures of travel time 
and network distance involve supplementary data 
and model preferences that might vary from one 
analyst to another (e.g. choice of road layer or model 
parametrization). Researchers need to use physical 
access metrics as published and do not have the 
opportunity to recalculate metrics according to 
individual preference. 

1 AccessMod, https://www.accessmod.org/
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CONCLUSION
It can be challenging to say where a given data set 
lies on the continuum of disclosure risk and even 
specialists can disagree on the appropriate thresholds. 
As public household survey data, CM4FP data include 
some inherent disclosure risk. Marginal increases 
in risk can accompany the spatial data component 
of household surveys depending upon the methods 
employed to preserve confidentiality. 

Many research and policy questions benefit from 
precision in measures of the relative positions of 
households and family planning outlets, so the CM4FP 
project sought to avoid the purposeful introduction 

of noise to the data through random geographic 
coordinate displacement. Also, while deterministic 
methods can be helpful, public knowledge of study 
locations could provide opportunities for reverse 
engineering the true locations of outlet and households.

The CM4FP project’s publication of derived physical 
access metrics greatly complicates the reverse 
engineering of household location while providing 
analysts with the ability to explore a wide array of 
policy-relevant questions about physical access to 
services in a highly detailed environment of supply 
side data.
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